
 

 

 

 

Product  Guide  

F irewall  for AI    

 

 

Welcome to MATVIS Firewall for AI - the security layer for your AI applications. We protect your 

business from data leaks, inappropriate content, and AI-specific attacks while you use ChatGPT, Claude, 

and other AI models. Deploy anywhere, integrate with any AI provider, and maintain complete control 

over your data with Zero Trust for AI. 
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1 S ystem Architecture  

 

 

 

 

 

 

 

 

 

 

 

 

 

Data Flow: 4 - Step Security Process  

1)   Input Filtering   → User requests filtered through Input Firewall 

2)   Secure Forwarding  →  Sanitized requests sent to AI model via API 

3)   Output Scanning   →  AI responses analyzed by Output Firewall 

4)   Real-Time Monitoring  → All interactions logged and monitored 

 

 

Security Features  

• Zero-Trust validation at the data layer 

• End-to-end encryption 

• Real-time threat detection 

• Comprehensive audit logs 

  



2  Firewall Filters  

2.1  Prompt Injection  

Advanced Protection against AI - s pecific Threats  

 

 

 

 

 

 

 

🔍 Adversarial Attack Detection  

• Pattern recognition: Identifies malicious prompt structures 

• Behavioral analysis: Monitors suspicious input sequences 

 

🚫 Jailbreak Techniques  

• Role-playing blocks: Stops persona-based manipulation 

• System override protection: Blocks modifying AI instructions 

• Context validation: Multi-layer input verification 

 

🗃️ Threat Database  

• 100,000+ known attack patterns: Comprehensive threat library 

• Regular updates: Fresh LLM CVE patterns from OWASP, community feeds & security research 

 

 

  



2.2  PII  Scanner and Vault  

Detects and Pseudonymizes Personal I dentifiable I nformation  

 

 

 

 

 

 

 

🔍 PII Detection  

👤 Person Name 
Full names, surnames, nicknames 

📍 Location 
Addresses, coordinates, postal codes 

📧 Mail Address 
Email addresses across all domains 

📍 Location 
Addresses, coordinates, postal codes 

📞 Phone Number 
Mobile, landline, international  

📅 Date 
Birth dates, sensitive timestamps 

💳 Credit Card 
Card numbers and financial identifiers 

  ₿   Crypto 
Wallet addresses & keys 

🏦 IBAN 
International bank account numbers 

🌐 IP Address 
IPv4, IPv6, internal network addresses 

🔗 URL 
Website addresses, internal links 

 

🗃️ PII Vaul t  

The PII Vault replaces sensitive data with 

secure tokens, enabling safe AI interaction 

while preserving the ability to restore 

original values 

• Reversible tokenization  

• Encrypted storage 

 

🏛️ Audit  Ready  

Built-in compliance features ensure 

regulatory adherence and complete audit 

transparency 

• GDPR/DSGVO compliance 

• Privacy by design framework 

• Complete audit trail 

🔒 



🛡️ PII Vault  –  Smart Masking  Example

 

Before 

Hi Sarah,  

my card 4532-1234-5678-9012 expired.  

Call me at +1-555-123-4567 or email 

john@company.com 

 

After  

Hi [NAME_a7b2c9d4],  

my card [CREDIT_CARD_f3e8a1b5] expired.  

Call me at [PHONE_9c4d7e2a] or email 

[EMAIL_b5f1c8e3] 

 

 

 

 

 

 

 

  



2.3  Language  Scanner  

Restricts AI model attack surface by controlling input languages  

 

 

 

 

 

 

 

 

🎯Allowlisting  Approach  

Select allowed languages from 100+ supported options  

Filter content across 100+ supported languages for complete global coverage 

 

🎚️ Sensitivity Settings  

🟡 Low  →  Flexible detection with context awareness 

🟢 Medium →  Balanced enforcement with exceptions 

🔴 High  →  Strict allowlist-only enforcement 

 

🛡️ Security Benefits  

• Attack surface reduction 

• Multi-language injection prevention 

 

 

  



2.4  Content  

Enforces company policies and prevents off - topic discussions  

 

 

 

 

 

 

 

📝 Content Moderation & Topic Control  

Create custom content categories to moderate conversations 

🔒 Sensitive Data Protection 

       Block confidential information, trade secrets, and internal data leaks 

🏢 Policy Compliance 

       Enforce HR guidelines, code of conduct, and regulatory requirements 

📋 Topic Control 

       Filter off-topic discussions and maintain business focus 

🛡️ Industry-Specific Rules 

       Block competitor mentions, sensitive industry topics, or any custom content 

 

🔧 Flexible Configuration  

• Sensitivity Threshold 

Adjust blocking strictness for each content category 

• Denylist Approach 

Block specific topics, keywords, or content patterns 

• Role-Based Rules 

Different policies for departments, teams, or user roles 

 

 

  



2.5  Custom Filter  

Create tailored regex - powered  rules for your specific  business  needs  

 

 

 

 

The Custom Filter uses Regular Expressions 

(regex) to create precise content filtering 

rules beyond our pre-built security modules.  

This simple yet powerful pattern-matching 

technology enables you to define exact 

criteria for blocking or allowing content, 

giving you granular control over your AI 

interactions and a fast first-line defense. 

 

🚫 Denylist Filters 

Block content matching your regex patterns 

• Proprietary information patterns: 

Internal codes, project names, confidential 

identifiers 

• Credentials & secrets: API keys, tokens, 

passwords, database connections 

• System infrastructure: Internal paths, 

server configs, network details 

✅ Allowlist Filters 

Permit approved content  

• Override other filters: Create exceptions 

for legitimate terminology  

• Whitelist trusted patterns: Approve 

specific emails, domains, or terminology  

• Fine-tune security: Balance protection 

with operational efficiency 

 

  



 

3  Technical Overview & Performance  

 Mean Validation Time (ms) 

Filter Standard (*) Latency Optimized (*) 

PII all entities 36.7 36.7 

Content 118.8 62.1 

Prompt 
Injection 

90.7 47.7 

Language 42.2 42.2 
 

 

Validation is executed in parallel. The API response is returned after all filters have been fully validated.  

(*) Validation Times are benchmarked on standardized data with mean payload length of 148 characters 

 

Reference Hardware: 

CPU Intel(R) Xeon(R) Gold 6278C CPU @ 2.60Ghz 

vCPUs 8 

RAM 32 GiB 

GPU NVIDIA T4 

VRAM 16 GiB 

 

 

Supported Languages  

arabic (ar), bulgarian (bg), german (de), modern greek (el), english (en), spanish (es), french (fr), 

hindi (hi), italian (it), japanese (ja), dutch (nl), polish (pl), portuguese (pt), russian (ru), swahili (sw), 

thai (th), turkish (tr), urdu (ur), vietnamese (vi), chinese (zh) 

 

  



Deployment Options Matrix  

FEATURE  ON- PREMISES  SAAS  

Data Control 
Full control within your 

infrastructure 
MATVIS Cloud - ISO 27001 compliant 

Setup Time 1 Day Same day activation 

Maintenance Container updates from our registry Fully managed, auto-updates 

Scaling Customer-managed resources Auto-scale with performance tiers 

Performance Dedicated resources Low/Medium/High performance tiers 

Ideal For Maximum control and compliance 
Rapid deployment, managed 

operations 

 

 

On- Premises System Requirements  

Recommended Hardware Requirements 

• CPU:   8 vCPUs 

• GPU:   1x NVIDIA T4 or equivalent CUDA-compatible GPU 

                             Note: CPU-only deployment available 

• RAM:   16 GB 

• Storage:  64 GB available space 

• VRAM:   16 GB 

 

Software Requirements 

• Operating System:   Modern Linux distribution or Windows with Docker support 

• Docker Engine:    v27.2.1 or higher 

• Docker Compose:   v2.29.2 or higher 

• NVIDIA Container Toolkit:  v1.12.1 or higher 

 

  



Enterprise - Ready Integration Stack  

Plug-and-play compatibility with leading AI models, cloud platforms, and deployment tools. 

 

 

 

 

 

 

 

 

 

 

 

  



4  Getting  Started  

1. Choose Your Setup 

Select deployment model and filters (full package or specific omponents) 

 

 

 

 

2. Access Your Dashboard 

Sign in to your account and 

access the security dashboard 

 

 

 

 

 

 

 

 

3. Create API Keys 

Generate secure API 

credentials for your  

chat interface  

 

 

 

 

 

4. Configure Chat Interface  

Point your chat interface to  

our secure endpoint using  

the API keys from step 3.  

  

Note: We also provide enterprise 

chat solutions through our 

partners and offer configuration 

support for open-source chat-

interfaces like OpenWebUI  

and LibreChat. 



 

 

 

 

5. Connect Your AI Models 

to your preferred AI models 

(Custom endpoints, OpenAI, 

Anthropic and many more) 

 

 

 

 

 

 

 

 

 

6. Configure Security  

Use preconfigured templates or 

create custom protection rules 

 

 

 

 

 

Your Firewall for AI is now active .  

S ecure conversations, no data leakage .  

📚 Need technical details? Check our technical docs at docs.matvis.com  

(currently in active development) 

 

 

Ready to Secure Your AI?   

Book a demo with Nico 

to see our Firewall in action  

Nico Lutz 

CTO & Co-Founder 

+49 151 57828996 

n.lutz@matvis.com 

https://docs.matvis.com/
https://calendly.com/matvis
mailto:n.lutz@matvis.com

